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Employees per IT staff member
Infra-Cyber-Ops general metrics
Infra-Cyber-Ops PMO 
Cyber
Permissions
Observability (monitoring)
Storage
System (Windows, Linux, VDI-TS)
NOC-ITOC
Help Desk and PC

DBA
Network and Net-Sec 
Containers
DevOps
Public Cloud
SAP Basis
Demographics + research 
methodology 

STKI Staffing Ratios Research ToC (70+ 
slides) Infra-Cyber-Ops 
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Thank you
for answering the 
longest survey in 

the world 
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Including full time contractors 

Source : STKI Research 

Number of IT employees
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This does not include “partners” like 
external doctors in Health, 
insurance agents in Insurance, etc.

Source : STKI Research 

Demographics: 
Number of employees 
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This does not include “partners” like 
external doctors in Health, insurance 
agents in Insurance, etc.

Source : STKI Research 

Number of employees that use computers, handhelds, etc.
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Number of employees (using computers) per IT staff member 

Source : STKI Research 

This does not include “partners” like 
external doctors in Health, insurance 
agents in Insurance, etc.
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Survey methodology 

Question to Org A – “how many Windows OS do you support?”, 
“How big is your Windows team?”

Answer:  “3500 Windows OS’s” , “ 10 FTE (Full Time Employee) in the 
team” 

The Ratio is 350 Windows OS per FTE team in Windows team



Copyright@2024 STKI  Do not remove source or attribution from any slide, graph or portion of graph STKI.INFO
9

Survey methodology 

Org A : The ratio is 350 Windows OS per FTE team in Windows team

Org B:  The ratio is 190 

Org C: The ratio is 131

Org D:  The ratio is 167 

Org E: The ratio is 450

185, 213, 110, 367, etc…

350

190

131

167

450

185

213

110

367
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Survey methodology 

Median = 50th percentile 

25th percentile 

75th percentile 

190

167

350

110
131

185

213

367
450

110

131

167

185

190

213

350

367

450



Copyright@2024 STKI  Do not remove source or attribution from any slide, graph or portion of graph STKI.INFO
11

Number of employees (using computers) per IT staff member 

Source : STKI Research 

Less efficient, smaller 
organizations, 
complicated, distributed? 

More efficient, larger 
organizations, centralized ?
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What influences the team size?

# of components taken care (#of servers)
# of layers, component types 
Minimum team is needed anyway
# of sites – locations of DC and branches 
# of separate LANS
# of employees
# of clients that access information systems
# of partners (insurance agents, independent 
doctors)
Regulation 
Are we in implementation (or replacement) 
project now?
Ability of IT organization to change
Merges and acquisitions 
Legacy systems (not part of the survey but influencing it)

# of technology’s / vendors are in 
use 
Agility and time to market needed 
by IT
Agility of IT procurement 
Usage of Outsourcing 
Usage of public (and “on premise”) 
cloud 
Need of IDF classification  / 
connection to the internet 
How critical is the infrastructure / 
organization? 
How complex is the organization 
(types of employees, type of 
customers, # of business 
processes)?  Stability of the above
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What influences the team size?

Size of infra taken care (#of servers)
Minimum team is needed anyway
# of sites – locations of DC and branches
# of separate LANS
# of employees
# of clients that access information 
systems
# of partners (insurance agents, 
independent doctors)
Regulation
Are we in implementation (or 
replacement) project now?
Ability of IT organization to change
Merges and acquisitions 
Legacy systems (not part of the survey but influencing it)

# of technology’s / vendors are in 
use 
Agility and time to market needed 
by IT
Agility of IT procurement 
Usage of Outsourcing 
Usage of public (and “on premise”) 
cloud 
Need of IDF classification  / 
connection to the internet 
How critical is the infrastructure / 
organization? 
How complex is the organization 
(types of employees, type of 
customers, # of business 
processes)?  Stability of the above
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“Technical Debt”
Not In 2024-26 ?   

•Outdated infrastructure (software/ hardware)

•Outdated software (several versions behind latest 

vendor version)

•ERP and/or CRM

•Core systems  based on outdated technologies (not 

in itself broken systems) but are critical to day-to-day 

operations

•Outdated data management tools (ETL, DW, BI)

•Inability to integrate applications or processes (in-

house or partners)

•Missing documentation 

•Un-commented configuration 

•Un-documented code changes
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The IT Market is moving from traditional infrastructure and 
tools to services (and cloud) – this impacts the FTE ratios 

Inflection points 
“We are in a cloud 
project, so we need 
extra people” 
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Percent of Infra-Cyber-Ops from total IT employees 

• Totals not including telephony call 
center , application support , 
software infrastructure (document 
management, forms,  etc.), HATMAA, 
HPC,  infra procurement, 

• SIEM soc might be outsourced (fully 
or partly)

Source : STKI Research 
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Does Infra-
Ops-Cyber has 
dedicated PMO 
services? 44%

56%

Infra-Cyber-Ops has dedicated PMO

Infra-Cyber-Ops does not have 
dedicated PMO
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How development 
(products projects) contact 
the infra-cyber teams?

“One contact” for infra-cyber 
projects is essential for 
improving the satisfaction of 
infra-cyber-ops  services 

Contact one 
person

38%

Contact one 
person in big 

projects
30%

Contact each 
team seperetly 

32%
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Have a dedicated PMO 
for Infra-Ops-Cyber

Have one contact 
person for each 
product-project 

I RECOMMEND WHY

Infra-Ops-Cyber are 
different from 
development projects 

Projects (products) 
hate to move from one 
person to the other –
this might cause “to 
shadow IT” 
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Cyber budget from total IT budget in Israeli Enterprises 

“Cyber” is defined differently - example  -
some CIOs consider patches to be part 
of cyber security, while others may not 
consider it to be part of cyber security

Sometimes cyber activities are funded 
by “regulations” 

Organizations Increase their cyber 
budget over the years 

Source : STKI Research 
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Security (Cyber) Tools 
Market 2018-2026 – increase!! 

Values in Million USD
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Cyber security “personas” : 

Guidance (CISO)
Budget, priorities, regulations and certifications, PT

SOC
SOC, Security analyst + Incident response 
(“money time”).  SOC is big and might be 
outsourced  

Cyber products (implementing the cyber 
products)  

Secure 
development 

Other – Cyber awareness, 
permission team, etc.

IT controller (who controls the CISO?) 
conducting a different set of PT’s 
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The big divide  

regulated / finance organizations not regulated organizations
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Number of Employees (using computers) per guidance department 
(CISO) staff member in regulated / finance organizations

Source : STKI Research 
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Number of Employees (using computers) per guidance department 
(CISO) staff member organizations not regulated organizations

Source : STKI Research 
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regulated / finance organizations

Source : STKI Research Source : STKI Research 

not regulated 
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The difference between regulated and not regulated organizations 
has decreased over the years 
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SIEM/SOC staffing

Typically : “2-3 in a shift during day 1-
2 during night + 2 managers = 14 
employees “
This is why SIEM/SOC as a service is 
becoming popular 
Sometimes : outsourced first level of 
SOC but analyst are internal

Source : STKI Research 
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Put special attention to 
change management 
and its implications on 
the external SOC

The external SOC 
must be part of every 
change in production

I RECOMMEND WHY
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Cyber implementation team 
is implementing all cyber 

products
16%

Some cyber products are 
implemented by dedicated 
cyber team ("Net-Sec") and 
some cyber products are 

implemented by the general 
teams

26%

General team 
implement the 
cyber products 

58%

58%

16%

26%

Who implements the 
cyber products?
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Cyber is everywhere and 
should be implemented 
at all levels (all teams) 
and not by a dedicated 
cyber team 
Users should create 
“Cyber Guild” 

We need one 
responsible team per 
each technology part 

I RECOMMEND WHY
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Number of production server (Windows+Linux ) per observability 
(monitoring) staff member. 

This is for building the observability 
maps not for looking at the maps 
(NOC ITOC)
Legacy servers are not counted 
(AS400 MF)

Source : STKI Research 
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Observability 
(monitoring) projects 
has the highest 
chance to fail 
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Good operations 

(availability) based on 

advanced observability 

is 90% process and only 

10% technology  
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Israel enterprise Observability (monitoring) brands market presence 2024

Market Presence

L
o

ca
l 
S
u

p
p

o
rt

Dynatrace

Broadcom

IBM

This diagram is not 
“apples to apples” 
comparison – it contains 
all kind of Observability 
types:  infra (traditional), 
APM, AIOPS, MOM, 
Discovery, Cloud, etc.

BMC

Datadog

New Relic

Cisco (+splunk)

Servicenow

HCL

Opentext

ManageEngine

Riverbed

Elastic Solarwinds

PRTG
EGInnovations

Faddom

Centerity

Cloudfabrix
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Want to improve your 

IT availability ? 

This is your holly 

triangle 

Fault manager

The same 
person 

(department)

Lots of material / 
presentation on this 
subject by STKI
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# of Windows servers (all:prod+dev+test) per Windows system 
staff member

Windows team includes Windows 
servers, AD, exchange/365, VMWARE 
ESX VDI-TS  

Source : STKI Research 
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Increase in metric from last survey (all servers) 
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# of Windows servers (all:prod+dev+test) per Windows system 
staff member compared to Computer Economics 

we use a broad definition for server support staff that includes all personnel who support the server and storage 
infrastructure, whether data center enter or cloud infrastructure, including system administrators, system 
programmers, system engineers, storage administrators, cloud architects, and facility engineers. It also includes 
computer operators, job schedulers, production control personnel, disaster recovery administrators, and other 
ancillary functions supporting the compute and storage infrastructure.

Source : STKI Research 
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How many Windows VM are created/modified per week?

Source : STKI Research 
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What percent from Windows team effort is dedicated to cyber? 

“Cyber” is defined differently -
example  - some CIOs consider 
patches to be part of cyber security, 
while others may not consider it to 
be part of cyber security

Source : STKI Research 
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# of production Linux servers per Linux  system 
staff member

Linux  server team is mainly only 
responsible for Linux  servers 

Source : STKI Research 
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Windows vs. Linux – and the winner (in efficiency) is Linux but 
“Windows team” is also responsible for AD, Exchange/365, VDI
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How many Linux  VMs are created/modified per week?

Linux enviroment is more stable than 
Windows

Source : STKI Research 
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Linux environments are more stable than Windows in enterprise IT
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Percent of effort from Linux team dedicated to cyber 

“Cyber” is defined differently -
example  - some CIOs consider 
patches to be part of cyber security, 
while others may not consider it to 
be part of cyber security

Source : STKI Research 
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Windows environment require more cyber related effort than Linux 
environments in Enterprises  
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Employees per second level support (PC technicians) staff member 

Source : STKI Research 
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Second level support (PC technicians) per site (location)

Source : STKI Research 

Isolated network are not counted as 
locations 
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Employees per site (location) per second level support (PC 
technicians) staff member 

Source : STKI Research 

75 Percentile more likely to have thin 
clients   

Isolated network are not counted as 
locations 
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Who gets the application related tickets?

In most cases the first level support will 
answer all calls

In case the ticket is not solved by the first 
level support or dedicated team  (if exists) 
it will always go to the development 

Sometimes the “dedicated application 
support team” is part of “applications” and 
of even the business unit and not part of 
infra-ops 

first level 
support

36%

development 
directly

7%

dedicated 

57%
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Percent of production system based on containers 

OEM (products) based on continaers 
are not included

No containers  in 
production

35%
Few containers in 

production

59%

20%-30%

6%
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Is there dedicated DevOps team?

Even if DevOps team exist - not all 
DevOps related effort is done in this 
team

Yes

69%

No – DevOps is done 
in traditional teams

31%
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DevOps team reporting 
structure 

Infrastructure

44%
Both Infrastructure 
and Development

33%

Development

17%

Change management team

6%
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How big is the DevOps team

Source : STKI Research 

Devops is "app DevOps" (pipelines), 
infra DevOps (IaC) or both 
sometimes DevOps is part of "Cloud" 
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Cloud effort is done in (percent) 

Sometimes cloud is part of devops ,

Sometimes devops is part of cloud 

Sometimes devops=cloud Dedicated team

69%

Traditional Teams

31%
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Traditional Infrastructure-Ops.-Cyber pre-cloud Organization: 

StorageSystem NetworkingCyber DBA Monitoring

The Traditional Way
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In the cloud, all is done by the same person
(done with Infrastructure as Code IaC - based on landing zones)

Storage

System

DBMSCyber

Networking

Monitoring
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Current situation in most enterprises

StorageSystem NetworkingCyber Cloud

“completely different technologies” (example containers)
“the skills are so different”
“out core teams are so busy they can not handle more things”
”we outsource this part”
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ומשרתיםאדונים

StorageSystem NetworkingCyber Cloud
אדונים

ומשרתים ומשרתיםומשרתיםומשרתים

This is wrong because
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Infra-Ops-Cyber 
staff distribution 

Infra PMO CISO cyber guidance

SOC + cyber analysts

Cyber product 
implementation  NET-SEC

Permision

Integration (API SOA)

observability (monitoring)

Storage Backup DR

System Windows (VDI TS 
excluded)

VDI TS

System Linux 

NOC-ITOCHelp Desk First Level

Help Desk Second Level 
(technicians) 

Application Support

PC team (building images)

DBA

Network (cyber excluded)

Telephony
Call Center

DEVOPS

Public Cloud

Method of 
calculation: 

average team size 
when exist –

percentage from 
all teams 

2.4%

7.1%

2.1%

2%

6%
11.6%

14.6%

5.8%

1.4%

4.3%

2.8%

2.2%

1.8%

4.3%

4.5%
1.9%

4.4%

5.8%

4.4%

2.2%

5.1%

2.4%
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SURVEY DEMOGRAPHICS  
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Final word : How will the next (cloud based) research look like?
In the cloud, fully IaC (Infrastructure as Code, auto scale is prevalent,) what 
important is # of layers, component types  and  not  # of components taken care 
(#of servers)

How do you measure the # of component types / layers? 

In the cloud – the same 
level of effort 
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Please talk to us about new ideas for the staffing research 



Copyright@2024 STKI  Do not remove source or attribution from any slide, graph or portion of graph STKI.INFO
65



Copyright@2024 STKI  Do not remove source or attribution from any slide, graph or portion of graph STKI.INFO
66

Thank you
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