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Distributed Denial Of Service (DDQS)

1. Targets websites,
internet lines etc.

2. Legitimate traffic

3. Many different
sources

4. From all over the
world

5. Perfect timing
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Advanced and Persistent Threat (APT)

1. Group/Org./
State

2. Ideological/
Nationalistic
background

3. Multi-layered
attack

4. Targeted

5. Variety of
tools

6. Impossible to

detectin real

time(??7?)
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Zero day attack

* A zero-day (or zero-hour or day zero) attack or threat is an attack that exploits a
previously unknown vulnerability in a computer application, meaning that the

attack occurs on "day zero" of awareness of the vulnerability.

* This means that the developers have had zero days to address and patch the

vulnerability. Zero-day exploits (actual software that uses a security hole to
carry out an attack) are used or shared by attackers before the developer of
the target software knows about the vulnerability. (Wikipedia)

* The meaning- no signature !

* Hackers can easily modify “known threats” and eliminate the signature
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Moving Security Closer To The Target

We've moved from

...to logical multi-perimeter

‘@ traditional single approach to security—
i perimeter-based > focusing on the data and
security... where it resides
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bz + Cloud and Mobile momentum continues to break down the traditional = Source:igit2012

— perimeter and forces us to look at security differently —
> * Security Intelligence and Analytics becomes the key thread to link ik
E the defense of the multiple perimeters s
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Recommendations

1) Install fast patches
2) Education- Employee awareness
3) Training

4) Forensics process

5) Strong authentication- segregation of duties
6) Focus on behaviorsinside your business — explore and

analyze.
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